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ABSTRACT

The Covid 19 pandemic has brought forth a myriad of challenges.
Consequently networks are widely used and more network threats
are evolving. There is therefore need to improve network tools in
order to control threats. Stateful firewall is a network tool that build
up packet filters by keeping record of packet passing through the net-
work in a state table, so that when a new packet arrives, the stateful
firewall filtering mechanism first checks to determine whether the
information is similar to the one in state table, in order to allow or
blocked a packet. Although several stateful firewall models have been
developed to filter network packets, there is no model that is able to
filter the entire parts of a network packet which include the header,
trailer and payloads. In the stateful firewall models developed, mixed
research methodology have been used. The models are developed in
python programming language; an experimental research design is
used, string matching and pattern matching algorithms are used in
developing the models.
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Introduction

It is important to understand the meaning of network,
in general terms, network is a group of computers that
are connected either using wired or wireless technology
to allow sharing of resources, such as files, printers, or
sharing of services (Bistouni & Jahanshahi, 2020). Secur-
ing networks has become a critical need in all the organi-
zations as network threats are increasing day by day in
terms of scale and sophistication, making networks inse-
cure and unreliable. This is compounded by the ever-
changing world of technology that leads to more inter-
connectedness among devices. Therefore, there is a need
to improve the mechanisms used to detect network
threat and improve network security (Siswanto et al,
2019). A firewall is a network security software that
monitors incoming and outgoing network traffic and
permits or blocks data packets based on a set of security
rules (Teng et al., 2022). In addition, a stateful firewall is
a kind of firewall that keeps tracks and monitors the
state of active network connection while analyzing in-
coming traffic and looking for potential traffic (Lei et al,,
2021). For easy analysis of data transferred from the
sender to the receiver over the network, data is divided
into smaller small unit known packet, wherby,a packed
has thee parts namely; the header, payloads and trailer
(Aryeh et al,, 2020). Through the use of packet sniffing
method data packets can be filtered from hypertext
transfer protocol application, because the user activity is
more dominant in finding and downloading sites on the
internet (Siswanto et al.,, 2019). Stateful firewall model
address the issue of analyzing a packet through the use
of Methods such as attack graphs, Bayesian networks,
and Markov models, and continuous models, such as
time series and grey models (Chadza et al,, 2020). Conse-
quently, open packet analyzer software known as
“Wireshark” is used as a method of analyzing packet and
it plays an important role to keep the network secure
and fully operational (Kim et al., 2020) and (ljariit Jour-
nal, n.d. 2017). In addition, an open source intrusion
detection system known as “SNORT” can take all live
packets from internet and captured the live packets with
predefined rules (Irjet Journal, n.d.). Further, stateful
firewall services are deployed as virtualized network
function in the software defined networks to offer secu-
rity and boost network scalability (Jamil & Kim, 2021).
In addition, stateful firewall prototype is created based
on programmable data plane, the method is able to ex-
tract, analyze and record the connection state infor-
mation of data packets in the data plane by designing a
finite state machine and a state table (Iru, n.d. 2020).
stateful firewall model tool is developed that can check a
wide variety of policies and verify if they are correctly
implemented to enforce packet filtering (Yuan et al,
2020). also a customized symbolic model checking algo-
rithm is developed to filter incoming and outgoing pack-
ets. Stateful firewall system model that can be embed-
ded in network gateway and used to stream applica-
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tion layer in IP/TCP model is developed, the system
model analyzes the packet using part of header field
and part of application layer data (payload) of a pack-
et (Tseng et al., 2017). A reference model based on
packet filtering stateful firewall technology is developed,
whereby all components are governed by centralized
security policy and they can be deployed in a distributed
fashion to achieve scaling (Thant et al., 2016).

Research Methods

This article employs an exploratory research design
on existing literature with a focus to generate a worka-
ble hypothesis to be tested in future empirical studies.
The objective of the study is to explore and evaluate how
stateful firewall models are developed, and analyze the
functionality of existing stateful firewall models. In addi-
tion, the article identifies a gap whereby the filtering
mechanism in stateful firewall models developed, filters
information in header part of packet, header and trailer
and in other models developed, the filtering mechanism
filters the information in header and payloads parts of a
packet, hence the existing stateful firewall models devel-
oped cannot analyze and filter the three parts of a pack-
et, which includes the header, payloads and trailer to
detect more threats in an entire packet. Moreover, the
paper gives description on how the filtering mechanism
can be improved through developing a dynamic deep
stateful firewall packet analysis model to assure that all
the three parts of a packets are analyzed and filtered to
detect more network threat. The results of this article
will be used in improving network security through de-
veloping firewall model that will ensure effectiveness in
analyzing and filtering entire parts of a packet.

Discussion

Application area of stateful firewall

Stateful firewalls can be applied and used in different
areas and sectors in networking; this includes and not
limited to:

a) Specifying data plane devices

Data plane is the layer that transmit network traffic.
Data plane is also referred to as, the forwarding plane,
user plane, carrier plane or bearer plane. The main func-
tion of a data plane is to forward network traffic to its
destination. A data plane can be thought as a ‘worker’
that sends data packets through routers but the routing
decision is made by the control plane which can be com-
pared with a ‘manager’ because it carries out the func-
tions and processes that determine which path a packet
is sent through. Stateful firewall determine how data
plane devices such as routers, switches, filters network
interface card and other devices process packets, also an
open source, domain- specific known as Programming
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protocol- independent packet processor (P4) can be
used (Datta et al., 2019).

b) Extract, analyze and record connection state infor-
mation of data packets

Stateful firewall capture packets at the network layer
of the transmission control protocol/ internet protocol
(TCP/IP), the captured packet is then analyzed. Analyz-
ing a packet is the primary trace back technique in net-
working whereby details of all the data packets across a
network are scrutinized. Therefore, stateful firewall
build up packet filters by keeping record of packet pass-
ing through the network in a state table, so that when a
new packet arrives at the firewall, the filtering mecha-
nism first checks to determine whether the information
is similar to the one in a state table, to either allow or
block a packet. The state table maintained in stateful
firewall stores session information such as source ad-
dress, destination address, port number, connection sta-
tus and protocol (Zouheir Trabelsi & Zeidan, 2019a).

c) Create and deploy new dynamic network services

Dynamic network services includes automatic recon-
figuring of the network when a node is added or deleted,
the capability of locating any user on the network and
altering the network path due to congestion. The pur-
pose of open network operating system (ONOS) is to
meet the needs of operators wishing to build carrier-
grade solution that leverage the economics of white box
merchant silicon hardware while offering the flexibility
to create and deploy new dynamic network services
with simplified programmatic interfaces. A network ac-
cess control list (ACL) which is made up of rules that can
either allow access to a computer environment or deny
is implemented to open network operating system
(ONOS) in order to increase the level of security and per-
formance (Oo & Maw, 2017). open network operating
system (ONOS) support both configuration and real time
control of the network, eliminating the need to run rout-
ing and switching control protocols inside the network
fabric. By moving intelligence into the open network
operating system cloud controller, innovation is enabled
and end-users can easily create new network applica-
tions without the need to alter th

e data plane systems.

d) Detect unauthorized attempt

In a stateful firewall a connection begins with a three-
way handshake, whereby three- way handshake in-
volves both sides of the data transmission process syn-
chronizing to initiate a connection, then acknowledge
each other. In this process, each side transmits Infor-
mation to the other side, and the firewall examine the
process to see if there is anything missing or if some-
thing is not in the proper order. As the handshake oc-
curs, a stateful firewall can examine the data being sent
and use it to gather information regarding the source,
destination, how the packets are sequenced, and the da-
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ta within the packet itself. If an attempt of a packet
whose information’s is not similar to the information
stored in a state table, the firewall can detect and block
packet (Prabakaran et al.,, 2022).

e) Filters Internet Control Message Protocol (ICMP)
error packets

an Internet Control Message Protocol (ICMP) error
packet carries information about a connection. If infor-
mation in an Internet Control Message Protocol error
packet matches no connection, stateful firewall deter-
mines whether to discard the packet based on the cur-
rent configuration.

Benefits of stateful firewall

Due to the ever-changing sophistication on network
security, organizations feel overwhelmed in dealing with
network protection mechanisms, therefore there is a
need to take measures on physical and software pre-
ventative to protect the underlying networking infra-
structure from unauthorized access, misuse, malfunc-
tion, modification, destruction, or improper disclosure
through the use of a firewall.

Stateful firewall is most commonly used firewall in
enterprises today, they build up packet filters by keeping
record of packet passing through the network in a state
table, so that when a new packet arrives at the firewall,
the filtering mechanism first checks to determine wheth-
er the information is similar to the one in the state table,
and if not, the packet is blocked. The reason why stateful
firewall is commonly used is that, it is efficient and cost-
effective hence it is generally suitable to enforce net-
work security. Stateful firewall have many benefits that
promote cybersecurity in industries and institutions.

a) High scalability

it is easy to create network node for all network re-
quest, integrate the same network node between new
flows and examine between new-on demand network
nodes as well as existing ones in stateful firewall
(Moradi et al., 2021). In stateful firewall, It is easy to de-
tect if a packet is part of an existing connection or if it is
trying to establish a new connection. Stateful firewalls
are more sophisticated than packet filters because they
can keep track of the state of connections. and can make
decisions based on that state.

b) Awareness of state of a connection

Stateful firewalls typically build a state table and use
this table to allow only returning traffic from connec-
tions currently listed in the state table. After a connec-
tion is removed from the state table, no traffic from the
external device of this connection is permitted. There-
fore, these types of connections are more difficult to
spoof. For example, with hypertext transfer protocol,
connections are very short lived, so if a hacker noticed
the connection being torn down and tied to sneak in



KAILANYA ET AL

some data by spoofing the transmission control protocol
port numbers and internet protocol addresses, the data
would be stopped because the connection entry already
would have been removed (Han et al., 2016).

c) Do not require opening of large port numbers

Another benefit of stateful firewall is that they do not
require one to open a large range of port numbers to
allow returning traffic back into the network. The state
table is used to determine whether this is returning traf-
fic; otherwise, the filtering table is used to filter the traf-
ficThis way, the firewall only needs to open up ports for
outgoing traffic when there's no established connection.
between the two hosts.tha advantage of stateful firewall
over stateless firewall is that stateful firewall can re-
member connections because it has to determine wheth-
er any of the packets are part of an existing connection
through comparing the new information with the exist-
ing information stored in a state table, while a stateless
firewall only needs to open up a port, on which it is lis-
tening. Stateless firewall does not remember connec-
tions and it cannot tell whether the packet is part of an
established connection, or not so it needs to continuous-
ly open and close ports for incoming and outgoing traffic
depending on whether there is an existing connection or
not (Nife & Kotulski, 2020) .

d) Prevent more kinds of denial of service attack

A denial of service occurs when a legitmemate users
are unable to access information systems, devices, or
other network resources due to the actions of malicious
threat actors.stateful firewall can prevent spoofing by
checking if the incoming traffic has a source address
consistent with the original addresses and this is done
by comparing information of the new packet with infor-
mation in a state table,The state table is a list of the in-
formation about the connection that is being established
to determine if an incoming packet is allowed or denied
and what type of response should be sent to the send-
er.Stateful firewall also has a routing table which gives
the states of each connection, that is whether the con-
nection is active or not. The routing table ensures the
best performance for stateful firewall. In addation state-
ful firewall has a rule table which defines how packets
from a given connection should be filtered based on its
state in the first layer whaich is a state table (Zouheir
Trabelsi & Zeidan, 2019b).

e) Reduces memory space consumption

Stateful firewall reduces memory space consumtion
by keeping all connection related information in one
session entry. And this results to additional processing
time particularly for session timeout attribute pro-
cessing. Stateful firewall also, do not need many ports
open for properfor proper communication, it offer ex-
tensive logging capabilities and robust attack preven-
tion.They are able to keep track of the state of a packet
as it traverses an internetwork. This is done by assigning
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a connection to a specific session and storing infor-
mation about that session in the memory (Z. Trabelsi &
Zeidan, 2018).

f) Improve Network security

in a stateful firewall a check point is integrated into
networking stack of the operating system kennel, the
check point monitors all traffic entering and leaving the
system to ensure that no packet is processed by any of
the higher protocol stack layers until the firewall first
verifies that the packet complies with the network secu-
rity access control policy.by tracking both state and con-
text information, stateful firewall provides a great de-
gree of security than earlier approaches to firewall pro-
tection. The stateful firewall inspects incoming traffic at
multiple layers in the network stack, whil providing
more granular control over how traffic is filtered. Net-
work security is improved. A stateful firewall checks the
current state of an ongoing connection and decides
whether or not to allow the data transfer based on that
information. The firewall can also maintain a log of con-
nections, which can be used for future reference. Stateful
firewalls are more effective than stateless firewalls be-
cause they can detect and block attacks, such as those
involving spoofing, which do not use an ongoing connec-
tion to penetrate the system (Iru, n.d.).

Issues and challenges of stateful firewall packet analysis

Notwithstanding stateful firewall great potential ben-
efits, organizations must overcome numerous issues and
challenges that are inhibiting stateful firewall to offer
effective network security. To get grounded in and even-
tually master stateful firewall and enjoy the full poten-
tial, it is important to overcome key challages to ensure
effectiveness of stateful firewall in order to improve net-
work security.the challages incudes;

a) Difficult in creating strong network segment

network segmentation is a key strategy for establish-
ing defense-in-depth against attackers. The key benefits
of using strong network segmentation are as follows: it
can slow down attackers, improve overall data security,
make implementating a policy of least privilege (POLP)
easier and reduce the damage caused by a breach. Con-
figuring firewall deployments to create strong network
segmentation is a crucial strategy for enterprises be-
cause of these benefits. The longer it takes attackers to
break out from one system to another. The more time
your cybersecurity experts have to identify and contain
the breach. It also means reducing the total amount of
data and assets that attackers can access at once, limit-
ing damage (Toluwanise, 2021).

b) Lack of standards

When Managing program updates many stateful fire-
wall solutions are software- based and will, thus need
periodic updates to their software to close potential vul-
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nerabilities and to update their definitions of hostile
traffic. Keeping a firewall up to date is one of the most
basic firewall management procedures that enterprises
need to engage in, but such software updates are still
easily missed when overworked. Using a managed state-
ful firewall service can help to ensure that these critical
updates are carried out immediately, which minimizes
risk.

c¢) Performace issues

Stateful firewall often perform at slower rate than the
link capacity of their network interfaces. This causes a
problem when a host with a network interface that is
faster than the firewall internal processor attempt to
send data through the firewall ( TCP burst typically oc-
cur at or near maximam data rate of the sending host’s
interface). Since the firewall must buffer the traffic-
bursts send to it by the data transfer host until it can
process all the packets in the bursts, input buffer size is
critical.uufortunately stateful firewall have small input
buffers since they are typicallydesigned to scale to large
number of low speed flows.rather than a few high- speed
data flows.if stateful firewall input buffers are too small
to hold the bursts from the data transfer host, packet
loss will results- offen causing severe performance prob-
lems (Tran & Ahn, 2017).

d) Proper authentication mechanism

The basic stateful firewall is designed to protect a
network from attacks. It is usually used to prevent unau-
thorized access to the network. A stateful firewall is a
type of firewall that provides protection for network
connections and tracks the state of each connection.
Stateful firewalls are typically implemented on networks
that have sensitive data and require high security, such
as military networks or banks. The main goal of a state-
ful firewall is to control the flow of traffic on the net-
work, but it also offers additional security features such
as user authentication. However, while stateful firewalls
offer strong protection against outside threats, they have
weak user authentication because they rely on an exter-
nal user database to authenticate information (Saxena et
al., 2022).

e) Application Layer Attack prevention issues

Stateful firewalls are not designed to protect against
application layer attacks. They are designed to protect
against network layer attacks such as spoofing, denial of
service and other similar types of network-based ex-
ploits. Application layer attacks, on the other hand, are
those that exploit vulnerabilities in the application itself.
For example, a SQL injection attack exploits a vulnerabil-
ity in an application's code that is used to execute SQL
queries and commands against a database server
(Chowdhary et al., 2018).
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f) Lack of Effectiveness with User Datagram Protocol
(UDP)- or Internet Control Message Protocol (ICMP)-
based traffic

Stateful firewalls are not as effective with User Data-
gram Protocol- or Internet Control Message Protocol-
based traffic because they cannot track the state of the
session. Stateful firewalls are often used to filter out un-
wanted traffic that is not necessary for the network.
They do this by tracking the state of a session, which is a
series of packets between two hosts that have been iden-
tified as belonging to a single communication. This pro-
cess is called "stateful inspection” (Monir & Akhter,
2019).

g) Management issues when blocking hostile traffic
without impacting legitimate request

While stateful firewalls need to block potential hostile
traffic, they also need to avoid impeding legitimate traf-
fic requests. Otherwise, the network users experience
will suffer- creating inconveniencies and reduce produc-

tivity.

h) Log information issues

Stateful firewall is a network security system that
monitors and controls the incoming and outgoing traffic
based on the state of the connection. The logs are used
for monitoring, troubleshooting and auditing purpos-
es.Stateful firewall does not have any log information
because it only logs information about packets that are
successfully matched with a rule.

Solutions and mitigation factors

a) Implementation of Arbor Edge Defense (AED)

Implementation of Arbor Edge Defense (AED) is an
inline security appliance deployed at the network perim-
eter. Arbor Edge Defense can eliminate the dedicated
denial of service threat and the danger to stateful devic-
es all while assisting organization in continued efforts to
maintain availability to business- critical applications
and services. dedicated denial of service attacks are ob-
viously increasing in frequency and complexity when
measured by the amount and variety of vector involved
in each attack. And now the more employees are work-
ing from home even after pandemic, attackers are taking
advantage of increased threat surface provided by virtu-
al private network (VPN) devices and firewalls. Arbor
Edge Defense (AED) is designed to sit on the edge of the
network between the internet and network’s stateful
devices and protect them from the attackers designed to
take them down.

b) Need for deep-packet inspection

Accurate network traffic identification is an important
basis for network traffic monitoring and data analysis is
the key to improve the quality of user services, therefore
network traffic identification method that uses deep
packet inspection technology to identify most traffic is
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needed in order to reduce the workload that needs to be
identified. Deep packet inspection also helps in classify-
ing, identifying and differentiating the application of
network traffic, the traffic of different applications can
be subdivided to provide users with personalized net-
work services and improve the network quality and user
satisfaction (Hhs et al., 2019).

c) Automate the process of firewall updating

With improvements in technology, many processes
have become faster and easier. It may not always be pos-
sible for firewall administrators to constantly check for
updates and perform software updates regularly. This
leaves the network at risk of security breaches. To avoid
any lapse in updating stateful firewall, one can automate
the process instead.an automated system can be sched-
uled to check for available updates and implement the
updates when they find one. This reduces the need for
human intervention and keeps the firewall secure and
robust at all time (Togay et al., 2022).

d) Need for Better Logs Management

Log information management is a key component to
maintaining network security. The stateful firewall con-
figuration requires the ability to log all traffic that cross-
es it. This includes data such as source and destination
Internet Protocol addresses, protocol, session duration
and application usage. The logs are used for monitoring,
troubleshooting and auditing purposes. They are also
essential for forensic investigations in case of a security
breach. Logs provide the Stateful firewall with visibility
into the network traffic that passes through it. This al-
lows administrators to identify potential threats that
might be targeting their networks and take corrective
action before they become an issue.

e) Resolving stateful firewall program updates

The first step in managing stateful firewall program
updates is understanding how it work. The second step
is understanding what the changes to the system will be
and how it can affect the network. The third step is de-
ciding when to update the stateful firewall program and
what kind of update should be. If an organization has a
lot of traffic, there may not be enough time for testing
new updates before deployment so an incremental up-
date should be considered (Dixit et al., 2018).

f) Developing proper authentication Mechanism

stateful firewall are different from packet filtering
firewalls because they keep track of connections and
allow or deny packets based on their understanding of
the current state. The need for proper authentication
mechanism in Stateful firewalls is to ensure that only
authorized traffic is allowed to pass through the firewall.
This also prevents unauthorized users from accessing
sensitive data and systems. In the enterprise world, fire-
walls are often used to protect the system against unau-
thorized access. This is done by controlling the traffic
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that can enter or exit from a specific point of access. One
way to do this is by using stateful firewalls. Stateful fire-
walls are able to maintain an active record of all the con-
nections that have been made on an interface and can
also identify packets for which it is not yet known
whether they are part of a connection or not. They have
some limitations, though. The first one is that they re-
quire authentication. Without authentication, stateful
firewalls cannot differentiate between legitimate and
illegitimate packets being sent in and out of the protect-
ed network (Saxena et al., 2022).

g) Conducting regular firewall security audit

Security audits are necessary to ensure that the fire-
wall rules comply with the organizational, as well as ex-
ternal security regulations that apply to the network.
Unauthorized firewall configuration changes that are a
policy violation can cause non-compliance. It is im-
portant for network administrators to carry out regular
security audits to non-authorized changes have taken
place. security audits are most essential when there is
stateful firewall migration activity or when there are
bulk configuration changes made on stateful firewall.

h) Improve process request based on access control

Access control is one of the fundamental in stateful
firewall controls, to ensure network security and data
integaty.In a stateful firewall, the packets are analyzed
and filtered based on the type of connection or protocol
they belong to. The firewall looks at the header infor-
mation in the packet, such as its destination Internet
Protocol address, port number, protocol type, and then
decides whether or not it should be allowed through. If it
should be allowed through, then it will allow all packets
associated with that connection to pass through until the
session terminates. Stateful firewall is a form of packet
filtering that monitors a session's progress for the pur-
poses of maintaining state about the session. Stateful
firewalls are typically used to control access to an inter-
nal network or resources on the Internet. As such, state-
ful firewalls maintain information about each connection
they process and then act accordingly based on these
rules (Z. Trabelsi & Zeidan, 2018).

i) Establishing secure data connection through three-
way-handshake

The three-way handshake is a key part of the TCP/IP
protocol. It is the process between two hosts to establish
a connection. The three-way handshake begins with an
initial connection request from one host to another. This
is followed by a request from the second host to confirm
that it has received the first message and finally there is
an acknowledgement sent back by the first host to con-
firm that it has received and accepted the second mes-
sage. Therefore it is vital to establish secure data con-
nection through three-way-handshake becouse three-
way-handshake ensures that both sides knows that they
are ready to transfer data and it also allows both sides to
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agree on the initial sequence nimbers, which are sent
and acknowledged.

Conclusions

Securing networks has become a critical need in all
the organizations as network threats are increasing day
by day in terms of scale and sophistication, making net-
works insecure and unreliable. This is compounded by
the ever-changing world of technology that leads to
more interconnectedness among devices. Despite the
fact, that stateful firewall is capable of keeping tracks of
connection in a state table for easy comparison of cur-
rent state of information from past ones, to make deci-
sion whether to allow or block a packet, the filtering
mechanism in stateful firewall does not analyze the en-
tire parts of a packet, therefore the following two hy-
potheses are derived: the development of dynamic deep
stateful firewall packet analysis model that will analyze
entire parts of a packet which includes the header, pay-
loads and trailer. dynamic deep stateful firewall packet
analysis model will also detect more network threats
and perform the following activities; locate, recognize,
categorize or block packets having hidden data and spe-
cific codes that are not located, recognized, categorized
or blocked hence improving effectiveness of stateful fire-
wall.
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