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The Internet of Things (IoT) has revolutionized the way devices interact and share 

data over wireless sensor networks (WSN), enabling seamless connectivity and 

automation. However, the proliferation of IoT devices has raised serious security 

and privacy risks concerns due to their inherent vulnerabilities. This paper propos-

es a model for security intrusion monitoring by analyzing the existing literature 

and providing insights into the design, implementation, and effective deployment 

of the proposed model to detect intrusion in IoT using sniffing tools for network 

traffic analysis in real-time within WSN. The model passively monitors network 

traffic and identifies anomalous patterns, unauthorized access attempts, and ab-

normal device behavior. The review findings highlight the significance of the proposed model in enhancing the secu-

rity of IoT systems. By detecting anomalous behavior and potential security breaches. The model enables timely re-

sponse and mitigation actions to ensure the confidentiality, integrity and availability (CIA) of IoT devices data. The 

model includes consideration of network architecture, deployment of intrusion detection algorithms, and establish-

ment of response mechanisms. It identifies various types of security threats, such as unauthorized access attempts, 

Denial-of-service, Distributed DoS, Brute-force, Heartbleed, Botnet, Inside Infiltration and device tampering, thereby 

providing response mechanisms that include generating alerts, isolating compromised devices, or blocking suspi-

cious network traffic. The model incorporates a feedback loop to continuously update the detection mechanisms 

and adapt to evolving security threats in real-time. Series of experiments and simulations to be conducted using 

various IoT devices and network scenarios to evaluate model effectiveness. The model to comprise of wireless Rout-

er, MatLab for Deep Neural Network (DNN) training, Raspberry Pi, Wireshark setup and an array of Internet of 

Things (IoT) devices. The researcher to use dataset by extracting intrinsic, host-based and time-based attributes 

from Wireshark Sniffing tool. The datasets generated shall be piped by tshark to an output text file saved as a csv. 

Under-sampling technique to be used to address class imbalance of datasets. The model shall then be trained using 

the dataset to be able to detect intrusion in IoTs. The results is expected to demonstrate the model's ability to de-

tect a wide range of security intrusions with high accuracy and minimal false positives. In conclusion, the model of-

fers a proactive approach to safeguard IoT deployment. By leveraging sniffing tools and advanced analysis tech-

niques, the model enhances the detection and response capabilities, enabling efficient protection against emerging 

threats in IoT. However, challenges associated with the model are identified, including the complexity of network 

monitoring and potential privacy concerns  
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Introduction 

Invention of Internet of Things (IoT) opened the 

world to a dawn of information sharing bridging 

the physical gap between sources and consumers 

of different contents. IoT has rapidly evolved into 

a field that involves the interconnection and inter-

action of smart objects, which are objects or de-

vices with embedded sensors, on-board data pro-

cessing capability, and a means of communica-

tion, to provide automated services and applica-

tions (Butun et al., 2020). Nowadays, the Internet 

of Things (IoT) revolution is becoming the focus of 

research, and both security and privacy risks are 

recognized as the main issues for IoT applications, 

mainly because of its implementation in critical 

areas, such as healthcare systems (Abdullah et al., 

2019). There are many potential security and pri-

vacy threats to IoT, such as attacks against IoT 

systems and unauthorized access to private infor-

mation of end users. As IoT starts to penetrate 

virtually all sectors of society, such as retail, trans-

portation, healthcare, energy supply, and smart 

cities, security breaches may be catastrophic to 

the actual users and the physical world. Currently, 

about five billion devices has been interconnected 

with a prediction of having up to (50) fifty billion 

connected smart devices by the year 2025 (Ren et 

al., 2016).  

As alluded by (Zhang et al., n.d.) Internet of 

Things (IoT) has gained significant momentum as 

a technology to connect physical objects to the 

Internet and to facilitate machine-to-human and 

machine-to-machine communications. Over the 

past two decades, IoT has been an active area of 

research and development endeavors by many 

technical and commercial communities. This 

showing growing trends of integration of IoT con-

cept across most spheres of life. IoT enables inte-

gration of numerous devices, even semi-finished 

goods. IoT applications are designed to create real 

time decision-making processes by eliminating 

central control conditions of analysis. The novelty 

of this technology is that there is no need for inte-

grated data process within standard technology. 

By this way, an ordinary object can evolve to an 

intelligent device and equipment in the smart fac-

tory can easily and rapidly communicate with the 

central control system (Hopali et al., 2018). IoT 

represents systems that are made up of real-world 

things and sensors connected via an internet in-

frastructure and as more IoT based devices in-

creases in the network, the more the need to keep 

vigil to inhibit intrusions (Pundir et al., 2020). 

Although IoTs ease daily activities benefiting 

human operations, they bring serious security 

challenges. IoTs have become potentially vulnera-

ble targets for cybercriminals, so companies are 

investing billions of dollars to find an appropriate 

mechanism to detect these kinds of malicious ac-

tivities in IoT networks. Nowadays intelligent tech-

niques using Machine Learning (ML) and Artificial 

Intelligence (AI) are being adopted to prevent or 

detect novel attacks with best accuracy 

(Tabassum et al., 2019). It is not easy to manage 

the security of IoT devices in businesses and or-

ganizations. The organizations must deploy moni-

toring and scanning tools for all the IoT devices 

that could detect any kind of threats related to 

privacy and try to mitigate the risk of being 

breached. Traffic interceptors and analyzers help 

identify and investigate various cyber threats 

(Tawalbeh et al., 2020). 

The privacy and security in IoTs are concerned 

with confidentiality, integrity, and availability of 

the information and/or services. Meeting these 

security goals is very important for modern homes 

to ensure trust and to guarantee the safety of da-

ta (Tabassum et al., 2019). To achieve this securi-

ty and privacy in networks, professionals involved 

need make use of network packet sniffers to al-

ways keep an eye to the health of the networks. A 

Packet sniffer is used for capturing network traf-

fic, traffic analysis and network troubleshooting. 

To address above issues of security and Privacy 

risk in IoT, the researcher aims at developing an 

experimental setup model that could detect intru-

sion.   

 

Literature Review 

Deep Learning (DL) algorithms outperform Ma-
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chine Learning (ML) algorithms in applications 

involving large datasets. DL becomes most rele-

vant in IoT security applications as IoT environ-

ments are characterized by the production of vast 

amounts and a variety of data (Khraisat et al., 

2019). Furthermore, DL is capable of the automat-

ic modeling of complex feature sets from the sam-

ple data. Another advantage of DL algorithms is 

their ability to allow deep linking in IoT networks. 

This enables automatic interactions between IoT-

based systems in the absence of human interven-

tion to perform assigned collaborative functions 

(Memos et al., 2022). Because of their ability to 

extract hierarchical feature representations in 

complex deep architecture, DL can be classified as 

a branch of ML algorithms that uses multiple non-

linear layers of processing to extract feature sets. 

These feature sets are then used for abstraction 

and pattern detection after necessary transfor-

mations.  

As shown in Figure1, DL can be used in a gener-

ative mode with unsupervised learning, discrimi-

native mode using supervised learning, or a hybrid 

approach by combining both modes. 

 

Figure1: Taxonom y of potential Deep Learning tech-

niques for IoT IDS 

 

Convolutional Neural Network (CNN) 

CNN is a discriminative DL algorithm, which was 

designed to minimize the number of data inputs 

required for a conventional artificial neural net-

work (ANN) through the use of equivariant repre-

sentation, sparse interaction and sharing of pa-

rameters. Thus CNN becomes more scalable and 

requires less time for training. There are three-

layer types in a CNN, namely convolutional layer, 

pooling layer and activation unit. The convolution-

al layers use various kernels for convoluting data 

inputs. The pooling layers downsize samples, thus 

minimizing the sizes of succeeding layers. It in-

volves two techniques: Max pooling and average 

pooling, where the former chooses a maximum 

value for every cluster of past layers after distrib-

uting the input among distinctive clusters. The 

average pooling, on the other hand, calculates the 

average values of every cluster in the previous lay-

er. The activation unit is able to trigger an activa-

tion function on every feature in the feature set in 

a non-linear fashion. CNN is best suited for highly 

efficient and fast feature extraction from raw data 

but at the same time CNN requires high computa-

tional power. Hence using CNN on resource-

constrained IoT devices for their security is highly 

challenging. This challenge is somewhat ad-

dressed through distributed architecture where a 

lighter version of Deep NN is trained and imple-

mented on-board with only a subset of vital out-

put classes, whereas, the high computational 

power of the cloud is used to perform the com-

plete the training of the algorithm. Their use in IoT 

environment security was discussed in previous 

research published in for malware detection. 

 

Figure 2: Illustration of convolution neural netw ork 

working 

 

Deep Belief Network (DBN) 

Being formed by stacking two or more RBMs, DBN 

can be considered as unsupervised learning based 
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generative algorithms. They perform robustly 

through unsupervised training for each layer sepa-

rately. Initial features are extracted in the pre-

training phase for each layer, followed by a fine-

tuning phase where the application of a softmax 

layer is executed on the top layer. It is mainly com-

posed of two layers, i.e., visible layer and hidden 

layer. Though the study in discussed malicious 

attack detection using DBNs with comparatively 

better results than ML algorithms, no evidence of 

applicability in the IoT environment was reported 

in the literature. 

 

Figure 3: Illustration of deep belief netw ork w orking  

 

Generative Adversarial Network (GAN) 

It is a hybrid DL method that uses both genera-

tive and discriminative models at the same time 

for training. Distributions of the dataset and sam-

ples is obtained by the generative model predic-

tions about the authentic origination of a given 

sample from a training dataset and are made by 

the discriminative model. Both generative and dis-

criminative models work as adversaries where the 

generative model attempts deception through the 

generation of a sample using random noise. On 

the other hand, the discriminative model attempts 

to authenticate real training data samples from 

deceptive samples generated by the generative 

model. Here, D(x) represents a binary classifica-

tion giving output as real or fake (generated). The 

measure of correct/incorrect classification deter-

mines the accuracy and performance of both the 

models in an inversely proportional fashion. This 

results in models updating in each iteration. The 

study published in discussed the utility of the GAN 

algorithm for detecting anomalous behavior in IoT 

environments with promising results due to their 

ability to counter zero-day attacks through the 

generation of samples mimicking zero-day at-

tacks, thereby causing the discriminator to learn 

different attack scenarios. However, the challenge 

with using GAN is that its training is difficult and it 

produces unstable results. 

 

Figure 4: Illustration of generative adversarial network 

(GAN) 

 

ANASTACIA monitoring (Advanced Networked Agents 

for Security and Trust Assessment in CPS /IoT Architec-

tures) 

The tool provides security monitoring services 

able to detect potential security breaches and at-

tacks on cyber-physical networks. The Data Analy-

sis component contains an anomaly-based detec-

tion tool able to detect suspect changes in the 

behavior of sensors. The Data Filtering and Pre-

processing component receives the data from the 

different available monitoring agents and provides 

an initial pre-processing and aggregation. The Inci-

dent Detector is the core comp0nent of the mod-

ule. It collects and analyzes the processed data, 

raising alerts once a security incident has been 

detected. Finally, the Attack Signatures contains 

the repository of attacks patterns needed for the 

signature-based analysis (Butun et al., 2020). 
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Figure 5: ANASTACIA Monitoring Module Architecture 

   

Montimage monitoring tool 

The MMT-IoT is a Network Intrusion Detection 

System ( NIDS ) designed and developed by the 

Montimage company. An NIDS is an intrusion de-

tection system specialized in monitoring traffic to 

and from all devices on a network. It is capable of 

monitoring and analyzing the internals of a single 

computing system as well as the network packets 

passing through its network interfaces. The soft-

ware is characterized by a modular architecture 

that provides flexibility and adaptability according 

to domain’s requirements. IoT traffic capturing 

and analysis from a security perspective. 

 

Figure 6: Montim age m onitoring tool 

 

Long Short-Term Memory (LSTM) 

The long short–term memory (LSTM) is a type 

of recurrent neural network (RNN) that can classi-

fy and make predictions for temporal-dependent 

data such as time series datasets and signal da-

tasets. The main attribute of LSTM based RNNs is 

to persist information or cell state for later use in 

the network. This feature makes them appropriate 

for performing analysis of temporal data those 

changes over time. Thus, LSTM networks are pre-

ferred to solve problems related to anomaly de-

tection in time-series sequence data. Various 

forms of RNN, including LSTM based RNNs, have 

been used for anomaly and intrusion detection in 

IoT networks by researchers. While RNNs have 

demonstrated promising results in predicting time 

series data, the detection of anomalous traffic 

using these predictions is still challenging. 

 

 

Figure 7: Illustration of recurrent neural netw ork 

algorithm 

 

Research proves that comparing LSTM to other 

algorithms such as recurrent cascade-correlation, 

neural sequence chunking concludes that the 

LSTM learns precisely compared to the other algo-

rithms. Furthermore, lags tasks that were recur-

rent network algorithms in the past could not be 

broken down and handled using LSTM. The LSTM 

was introduced by Hochreiter et al and its archi-

tecture consists of the input gate, a memory cell, 

and an output gate. In an LSTM network, the 

memory cells contain the features of the LSTM 

network. The memory cells comprise a forget gate 

(ft), input gate (it), and an output gate 

(ot), respectively. 
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Figure 8: LSTM block architecture 

 

Hybrid Intrusion Detection System (HIDS) 

HIDS combines a C5 classifier and One Class 

Support Vector Machine classifier. HIDS combines 

the advantages of Signature Intrusion Detection 

System (SIDS) and Anomaly-based Intrusion De-

tection System (AIDS) (Memos et al., 2022)and 

they detect both the well-known intrusions and 

zero-day attacks with high detection accuracy and 

low false-alarm rates. The proposed HIDS is evalu-

ated using the Bot-IoT dataset, which includes le-

gitimate IoT network traffic and several types of 

attacks. 

 

Figure 9 : Hybrid Intrusion Detection System for the IoT 

ecosystem 

 

The proposed Model 

Requirements 

Comprises of wireless Router, MatLab for 

Deep Neural Network (DNN) training, Raspberry 

Pi, Wireshark Setup and an array of Commercial 

Internet of Things (IoT) devices. 

 

Model experiment setup 

An IoT WSN is established and extraction of 

intrinsic, host-based and time-based attributes 

dataset is done using a sniffing tool packet ana-

lyzer. Datasets generated from Wireshark will be 

piped by tshark to an output text file saved as a 

csv. Using Deep Neural Network the model is 

trained based on the datasets to identify different 

attacks. The Model is trained and evaluated a giv-

en number of times to account for any variation in 

data splitting and model training. Undersampling 

technique to be used to address class imbalance 

of datasets as network traffic may comprises both 

clean and intrusion packets. 

 

Discussion  

The model will involve the following compo-

nents working together to form a cohesive Securi-

ty Intrusion Monitoring Model for IoT using WSN 

sniffing tools to enables the detection, analysis, 

and mitigation of security intrusions within an IoT 

network, helping to ensure the integrity and secu-

rity of the IoT ecosystem.  

Packet Capture and Capture Engine: This compo-

nent captures and stores network packets collect-

ed by the WSN sniffing tools. It ensures that the 

captured packets are preserved for further analy-

sis. The capture engine manages the packet cap-

ture process, including filtering, buffering, and 

storage. 

Traffic Analysis Engine: To processes the captured 

packets and perform analysis to identify security 

intrusions by applying various techniques, such as 

statistical analysis, anomaly detection, and pat-

tern recognition, to detect abnormal behavior, 

known attack patterns, or indicators of compro-

mise.  

Intrusion Detection System (IDS): The IDS compo-

nent receives information from the traffic analysis 

engine and applies rule-based or signature-based 

detection mechanisms to identify specific security 

intrusions. It compares the observed network traf-

fic against a database of known attack signatures 

or predefined rules to identify potential security 

breaches or malicious activities. 

Alerting and Reporting: When a security intrusion 

is detected, the model will generates alerts and 

notifications to inform administrators or security 

personnel. The alerting component shall trigger 

real-time notifications, which can be in the form of 
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emails, SMS messages, or system notifications. 

The reporting component generates detailed re-

ports and logs summarizing detected intrusions, 

providing insights for further investigation and 

analysis. 

Response and Mitigation: This component shall 

involves taking appropriate actions to mitigate 

security intrusions which may include automated 

responses, such as blocking or isolating suspi-

cious devices, or initiating remediation proce-

dures. The response and mitigation component 

helps prevent further damage and protect the IoT 

network from ongoing or future security threats. 

Monitoring Dashboard and Visualization: A moni-

toring dashboard will provides a graphical user 

interface (GUI) to visualize and monitor the secu-

rity status of the IoT network by presenting real-

time analytics, alerts, and reports, enabling admin-

istrators to have a comprehensive view of the net-

work's security posture. Visualization tools will 

help in understanding network traffic patterns 

and identifying potential anomalies. 

Continuous Learning and Adaptation: This compo-

nent will ensures that the Security Intrusion Moni-

toring Model evolves and adapts to changing 

threats and network conditions. It includes mech-

anisms for continuous learning from new security 

incidents, updating intrusion detection rules or 

signatures, and incorporating feedback from secu-

rity analysts or administrators. 

 

Conclusion  

The literature covered showed Deep Learning is 

most relevant in IoT security applications as IoT 

environments are characterized by the production 

of vast amounts and a variety of data.  

Secondly, DL is capable of the automatic model-

ing of complex feature sets from the sample data. 

Also DL algorithms has ability to allow deep link-

ing in IoT networks hence enabling automatic in-

teractions between IoT-based systems in the ab-

sence of human intervention to perform assigned 

collaborative functions. 

 

 

Future work 

More research is needed to alleviate or reduce the 

vulnerability of IoT devices to intrusion in order to 

improve on Confidentiality, Integrity and Availabil-

ity of IoT resources.   
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